brrs
1 ’
&.s‘....:\ % 2
i P -

&

tion
lon

igra
t

1Za
Iew

2 Microsoft

Modern

Azure M
Overv



Cash flow challenges,
CAPEX to OPEX

o)

Datacenter
contract expiry

Migration
triggers

Enabling
hybrid work

il

triggers

Faster time to
market

Cost-optimizing
applications

Modernization

Cybersecurity
threats
Budget and resource
constraints
]

Rapidly scale web apps
and infrastructure

Application
innovation



66% of businesses
list cloud migration
as a top cloud
challenge




How migration and modernization helps

Retire technical debt,
free up resources to
a focus on innovation

Enhance your
organization’s
! | security and resilience

Scale seamlessly to

” meet surge demand
as needed
Flip CAPEX to
OPEX, pay as

you consume



Microsoft Cloud

Identity, security, management, and compliance




Understanding Migration and Modernization

Defining Migration and Modernization Migration and Modernization decision factors

What is the immediate
business need?

*  Cost optimization, flipping
CAPEX to OPEX

* Realize cloud benefits quickly

(S Migration

Moving applications,
infrastructure, and data from a
company's datacenter to
public cloud infrastructure

How hard is it to do?

* Complexity, level of skilling or
retraining of staff needed.

* Cost and resources needed to
refactor or rebuild

On-Premises

Applications, data,
infrastructure

Q Modernization

Updating existing applications
for newer computing
approaches, application
frameworks and use of cloud-
native technologies

Longer-term business goals?

* Time to market, app innovation,
productivity, app dev velocity




Customer cloud migration and modernization approaches

New apps Existing apps
|- = 1
Cloud native | Migrate Modernize | Replace Stay on-prem
|
N ESS : laaS Containers | PaaS ! SaaS | Low code Cloud connected
Migrate first, Modernize later Modernize during the move
Reduce datacenter footprint quickly « Faster time to market
Immediate cost savings . Increased app innovation
Benefits

Enhanced productivity

Immediate compatibility - laaS VMs
Greater app dev velocity

« Test, optimize to ensure cloud-readiness



Moving to Azure enables cost and operational efficiencies

2)
3)
4)
5)

(< Up to Up to

Pay less with Azure. 0
54% 25%

AWS is 5X more expensive for . . _ . .
savings vs on-premises and up to 30% increase in productivity of IT staff

Windows Server and SQL Server. vs. AWS by modernizing ASPNET
applications to Azure App Service

$ 0 u Up to 1
$10M 478% 80% @ ™

savings from avoided on-prem
infrastructure and staff costs savings with Azure Hybrid Benefit

Calculations based on scenarios running 744 hours/month for 12 months at 3-year Reserved Capacity. Prices as of October 24, 2018, subject to change. Savings based on eight vCore Azure SQL Database Managed Instance Business Critical in US West 2 running at Azure Hybrid Benefit rate. AWS calculations based on RDS for SQL EE for db.r4.2xlarge on US West (Oregon) in a multi AZ deployment for
Reserved Instances under Standard 3-year term, all upfront payment. Actual regional pricing and program discounts may apply. Actual savings may vary based on region, instance size, and performance tier. Savings exclude Software Assurance costs, which may vary based on Volume Licensing agreement.

https://azure.microsoft.com/en-us/overview/azure-vs-aws/cost-savings,
Forrester Consulting Total Economic Impact™ Study: Migration to Microsoft Azure SQL Managed Databases, commissioned by Microsoft, March 2020

Forrester Consulting Total Economic Impact™ Study: Microsoft Azure laaS, commissioned by Microsoft, October 2019 8

GigaOm report: Costs and Benefits of .NET Application Migration to the Cloud 8/31/2020


https://azure.microsoft.com/en-us/overview/azure-vs-aws/cost-savings/
https://azure.microsoft.com/en-us/resources/costs-and-benefits-of-net-application-migration-to-the-cloud/

Free Extended Security Updates Only on Azure

SQL Server 2012 Extended Security Updates
Windows Server 2012 and 2012 R2 Extended Security Updates

One additional year of extended security updates only on Azure for
Windows Server and SQL Server 2008 and 2008 R2

| |

2022 SQL Server 2012 2023  Windows Server 2012
Extended Support Extended Support
ends July 12, 2022 ends October 10, 2023
Find lifecycle support deadlings at: supportimicrosoft.com/lifecycle
% \

w


../support.microsoft.com/lifecycle

art with a secure, trusted foundation

Compliance
offerings

$1B+ annual investment

3500+ security experts

8T+ signals analyzed for intelligence

I1SO 22301:2012

1SO 9001:2015

1SO 20000-1:2011

SOC 1 Type 2

SOC 2 Type 2

SOC3

CIS Benchmark

CSA STAR Certification
CSA STAR Attestation

CSA STAR Self-Assessment
WCAG 2.0 (ISO 40500:2012)

U.S. GOVT

FedRAMP High
FedRAMP Moderate
EAR

ITAR

DoD DISA SRG Level 5
DoD DISA SRG Level 4
DoD DISA SRG Level 2
DFARS

DoE 10 CFR Part 810
NIST SP 800-171

NIST CSF

Section 508 VPATs
FIPS 140-2

cals

IRS 1075

CNSSI 1253

Shared Assessments (US)
SEC 17a-4 (US)

CFTC 1.31 (US)

FINRA 4511 (US)

SOX (US)

23 NYCRR 500 (US)

OSFI (Canada)

FCA + PRA (UK)

APRA (Australia)

FINMA (Switzerland)
FSA (Denmark)

RBI + IRDAI (India)

MAS + ABS (Singapore)
NBB + FSMA (Belgium)
AFM + DNB (Netherlands)
AMF + ACPR (France)
KNF (Poland)

European Banking Authority (EBA)

FISC (Japan)

HIPAA BAA (US)
HITRUST Certification
GxP (FDA 21 CFR Part 11)
MARS-E (US)

NHS IG Toolkit (UK)

NEN 7510:2011 (Netherlands)

FERPA (US)
CDSA
MPAA (US)
FACT (UK)
DPP (UK)

Argentina PDPA

Australia IRAP Unclassified
Australia IRAP PROTECTED
Canada Privacy Laws
China GB 18030:2005
China DJCP (MLPS) Level 3
China TRUCS / CCCPPF

EU EN 301 549

EU ENISA IAF

EU Model Clauses

EU - US Privacy Shield
GDPR

Germany C5

GLOBAL INDUSTRY REGIONAL
1SO 27001:2013 PCI DSS Level 1
1SO 27017:2015 GLBA (US)
I1SO 27018:2014 FFIEC (US)

Germany IT-Grundschutz
workbook

India MeitY

Japan CS Mark Gold
Japan My Number Act
Netherlands BIR 2012

New Zealand Gov
ClO Framework

Singapore MTCS Level 3
Spain ENS High

Spain DPA

UK Cyber Essentials Plus
UK G-Cloud

UK PASF



How can customers move to Azure?

Azure Migrate

Azure Arc
Azure Automanage

Tools and capabilities for
efficiency and governance

o\

Well Architected
Framework

Cloud Adoption Framework

Guidance to accelerate
your cloud adoption

Tools, guidelines and programs to
move with confidence

il

FastTrack for Azure

Incentives and expert help,
including Azure engineers
& certified partners

o



Azure Migrate

Azure Migrate

| [N

Attributes

Agentless discovery
Software inventory for assessment

Right-sized migration & modernization

Support for breadth of migration
and modernization scenarios

Powered by Microsoft and
extensible with ISV partner tools

Integrated business case for Azure

Customer value

Reduced resources and non-intrusive method
to map your environment

|dentify and co-locate all connected
components for optimal performance

Provision required resources in Azure for
desired performance—lower cost

Same familiar method for Windows/Linux,
.NET/Java and SQL/OSS DB

Flexibility—migrate only, modernize only [or]
migrate + modernize

Higher return on investments (ROI) by
modernizing to PaaS/SaaS

Consistent user experience for in-house and
third-party features

Expanding list of supported use-cases

Automated and comprehensive Total Cost of
Ownership (TCO) with savings



Discover, Assess and

Migrate Infra and apps 1) C

1. Deploy the Azure Migrate appliance

2. Appliance starts analyzing @
performance of your Windows or

Linux servers

3. Group servers and perform —QI
assessments to determine
- Azure suitability ‘3. %g

- Right-sizing information
- Dependency mapping
- Cost planning

e

) 0 i
HMy:;iRSOﬁ vmwa re i’=_=lamazon & Google Cloud

web services



Discover, Assess and
Migrate Infra and apps

I I
L £ sl !
Y - G
| & . i Y R
I
c Sandbox
nvironment
1. Start replicating your Windows or
Linux servers using Azure Migrate:
Server Migration
2. Perform test migrations to a sandbox
environment with no impact to |
production to validate migration — X
3. Migrate to Azure with zero data-loss 4

and minimal downtime

e

, o noag
== HMlngsoft vmwa re ramazon e GOOQ'G Cloud

yper-V W webservices



Discover, Assess
and Migrate .NET
Web Applications

1. Launch App Service Migration
from the Azure Migrate: Web App
Assessment tool and download
the App Migration Assistant

2. Appliance starts analyzing
performance of your .NET web
applications, including Azure
readiness checks and
configuration setting analysis

3. Migrate web application to
Azure App Service

Learn more about Azure App Service

sessment tools

B Azure Migrate: Web App Assessment



https://azure.microsoft.com/en-us/services/app-service/

Migrate and Modernize your .NET and Java applications

Apps
¢ &
s @ K
NET Java EE Java / Spring

Platform Windows/Linux

On Premises

Azure App Service*
migration assistant

@
Multiple i

Frameworks

Azure Migrate* -
App Containerization tool

Azure platform-as-a-service

]
[ S

Azure App Service Azure Spring Cloud

...............................................................................

Container platform-as-a-service

2inTn i

BB i

Azure Kubernetes Red Hat OpenShift

Service
JAVAVIC-BEER

=@ Microsoft Azure

* Not all destinations are supported by Azure Migrate and Azure App Service

PRODUCTIVITY

CONTROL



Optimize costs during and after migration

Use Azure Hybrid Save time, budget, and
Benefit & Azure resources by charting your
Reserved Instances cloud journey using cloud
to save money economics guidance

Right-size Azure
resources based
on assessment
guidance from
Azure Migrate

Model on-premises
vs. Azure costs
using the Azure
TCO Calculator

During migration

Best

practice
Monitor your bill, Implement cost
set budgets, and controls with
allocate spending Azure Policy so,
with Azure Cost your teams can go
Management fast with control
/ W, @), ($)

Use best practice
recommendations to save
(e.g., shutdown idle resources)
with Azure Advisor

17


https://azure.microsoft.com/en-us/overview/cloud-economics/
https://azure.microsoft.com/en-us/overview/cloud-economics/

Expanding our cost saving options for Azure compute

Accelerate cloud adoption with new growth opportunities

-
Compute cost Savings options

Windows Server and SQL Server workloads = Bring your existing
on-premises licenses to Azure with Azure Hybrid Benefit

Infrastructure
Software +

Infrastructure Stable, predictable workloads =» Get lower prices on a specific
virtual machine in a particular Azure region with Reserved Instances

Interruptible workloads = Access low-cost unused Azure
compute capacity at scale with Spot Virtual Machines

NEW!

Consistent compute spend=>» Unlock lower prices on compute
services by committing to spend a fixed hourly amount with Azure
savings plan for compute

Software +
Infrastructure

Without savings options With savings options

(pay-as-you-go pricing)



Unlock significant cost savings

Example: M32dms v2 in Japan East

Pay-as-you-go
$10/hour

Get better pricing across a broad set of compute
services worldwide

- Save up to 65% compared to pay-as-you-go prices on Savings plan (1 _year)
select compute services $7 h Save 30%
= Achieve greater savings with longer-term plans / our
- Save even more by combining with other saving options
such as Azure Hybrid Benefit

Savings plan (3-year)

$3.5/hour

Save 65%

Note: Pricing is for illustrative purposes only and are not actual



Cost saving options for different compute usage needs and patterns

l Azure savings plan for compute L Reserved Instances
Most flexible savings for dynamic C Greatest cost savings for stable,
workloads while accommodating predictable workloads with no
for planned or unplanned changes planned changes
Savings compared to Save up to 65% Save up to 72%*
pay-as-you-go
Spend a fixed hourly dollar amount on compute Usage of a specific virtual machine type in a particular
Commitment type services collectively (e.g. Spend $5/hour on compute Azure region (e.g. D2v4 virtual machine in Japan East
services for 1 year) for 1 year)
. Across select services globally, Directly to the identified compute service
Savings apply , . ) :
up to the hourly commitment in a particular region
Term 1 or 3 year 1 or 3 year
Payment options Upfront or monthly Upfront or monthly
Cancellation No cancellations Up to $50,000 USD
Savings Calculation Based on pay-as-you-go price Fixed price at the time of purchase

*The 72 percent saving is based on one M32ts Azure VM for SUSE Linux Enterprise + 24x7 Support OS in the West US 2 region running for 36 months at a pay-as-you-go rate of
~$1,976.11/month; reduced rate for a 3-year reserved instance of ~$552.85/month. Azure pricing as of February 22, 2022. Prices subject to change. Actual savings may vary based on location,
instance type, or usage.



Identify workload patterns that best align to savings options

Categorizing compute costs by usage behavior | example

Highly stable workloads like domain controllers

- Run continuously on D2v4 virtual machines in Japan East
datacenter near headquarters

> No expected changes to the machine series or region

[ ]
Consider a Reserved Instance for the greatest savings X < °e ll ae
I ° °® s
® o o.o. °
Dynamic workloads like those that power the case ~ °
management solution of the 24-hour global help desk
- Run on different sized virtual machines based on expected
volume of each distributed service center .
[

- Change regions throughout the day (follow-the-sun)

savings with built-in flexibility and automatic

G Consider Azure savings plan for compute for
optimization

For illustrative purposes only.



Save more with Azure Reservations

Save up to 49% Save up to 80% with
with Azure Azure Hybrid Benefit +
Azure Reservations is a way Hybrid Benefit Azure Reservations*

to reduce Azure costs by > >

committing to a one- or
three-year term for a virtual 49%
machine, in exchange for a 80%

discount of up to 80%* >

compared to the standard

pay-as-you-go rate. -




Windows Server licensing terms

License with SA/Subscription

VMs and cores granted

How they can be used

WS Datacenter
(16 cores or a 2-proc L)

WS Standard
(16 cores or a 2-proc L)

Up to two VMs and up to
16 cores

Up to two VMs and up to
16 cores

Run virtual machines both on
premises and in Azure

Run virtual machines either on
premises or in Azure



Comparing AWS to Azure Hybrid Benefit — Eduard's slide

Features

Description

Windows Server License Mobility

SQL Server License Mobility

SQL Server Database as a Service License Mobility

Get 4 vCPUs for each Enterprise Core Applied toward DBaaS
No need to complete and submit license verification forms
180 Days Dual Use Right to Facilitate the Migrations

Use Windows and SQL together for laaS

Power Bl Report Server Access with SQL Server Enterprise
Unlimited Virtualization for Dedicated Hosts

Free Fail-Over Servers For SQL Server Disaster Recovery

Free Extended Security Updates for 2008/R2 Servers

Azure Hybrid Benefit

Save big on Azure by leveraging your
existing on-premises licensing investment

v

NN 8 N 8 X X X X

AN

AWWS License MOblIIty

The closest parity offer to Azure Hybrid Benefit
that AWS current has is the AWS license Mobility

v1

' For the migration period, you may need SQL Server licenses to cover both on-premises and cloud environments. If SQL Server is deployed on Windows Server, the only option to acquire the Windows Server license

for VMs deployed on 3rd party clouds is through the cloud/hosting solution providers.



Microsoft Cloud Adoption Framework for Azure

e
[
g/l I — d
X I — —
I Adopt
Define Strategy I Plan Ready 71 Migrate
| /, * First workload migration
+ Understand motivations Lyl - Digital estate — « Azure setup guide :E);E'?I;?aegcizcee\?;irlj?tion
* Business outcomes I |« Initial organization alignment « First landing zone \ « Process improvements
* Business justification I |« Skills readiness plan * Expand the blueprint Innovate
* Prioritize prOjeCt | * Cloud adoption plan e Best practice Validation « Innovation guide
: * Expanded scenarios
I « Best practice validation
| * Process improvements
[
N e e e e e e e e e e e e e e e e e e e e e e e = e = = e = e e = = = = = = = = = = = =
r._- - - — — - -~ I
1 A I
' 58 !
I I
N I Govern Manage :
I Methodology « Benchmark Business commitments I
initial best practice ¢ operations baseline e
I Governance maturity Ops maturity |
I I




Cloud Adoption Framework Governance Model

Governance End State that fosters trust and builds confidence

Govern  nhttp:/aka.ms/CAF/Gov

Define Corporate Policy

Business Risks -------------------- Policy & Compliance ---omeoeeeeens Process

Document evolving business risks Convert Risk dedsions into policy C Establish processes to monitor
and the business’ tolerance for i/ statements to establish cloud D violations and adherence to
nisk, based on data dassification adoption boundares. corporate policies.

and application criticality

Five Disciplines of Cloud Governance

S Cost Security Resource Identity SEEE Deployment
Management Baseline .|I Consistency Baseline =mm Acceleration
Evaluate & monitor Ensure compliance with  Ensure consistency in Ensure the baseline for HAccelerate deployment

identity and access are through centralization,
enforced by consistently  consistency, and

applying role definitions  standardization across
and assignments deployment templates

IT Securtty reguirements  resource configuration.
by applying a security Enforce practices for
baseline to all adoption  on-boarding, recovery,
and discoverability

costs, limit IT spend,
srcale to meet need,
create cost

accountability efforts

Corporate Policy

Governance is a big, intimidating topic.
Establish proper scope by mitigating
tangible risks through corporate policy.

Cloud Governance Disciplines

Governance is a team sport. Empower
multiple team members by decomposing
corporate policy changes into five
actionable disciplines.

Cloud Governance Team

A team of governance minded cloud architects can evolve these disciplines,
ensure governance consistency, and accelerate deployment.

Governance MVP

Start small. Establish a foundation that can
quickly evolve as cloud adoption and
cloud governance mature. Mitigate
tangible risks identified in the cloud
adoption plans.




Making Governance Actionable with Native Tools

Govern  hitp://faka.ms/CAF/Gov

Azure Blueprints

Azure Policy
Azure Cost

Management
Azure Advisor

Azure Portal

Azure EA Content

Pack

B
$

scale to meet need, by applying a security
create cost baseline to all adoption
accountability efforts

Azure Blueprints
Azure Policy

Azure Security Center

Azure Sentinel
Subscription Design
Encryption

Hybrid Identity
Azure Networking
Azure Automation

costs, limit [T spend,

Business Risks

Document evolving business risks
and the business’ tolerance for
risk, based on data dassification

Define Corporate Policy

and application criticality

IT Security requirements

©

Policy & Compliance

Convert Risk deasions into policy
statements to establish cloud

adoption boundaries.

@)

Five Disciplines of Cloud Governance

resource configuration.
Enforce practices for
on-boarding, recovery,
and discoverability

Azure Blueprints
Azure Policy

Azure Monitor
Azure Advisor
Resource Manager
Templates

Resource Graph
Management Groups

Process

Establish processes to monitor
violations and adherence to
corporate polices.

Cost Security Resource Identity
Management Baseline - |I Consistency Baseline
Evaluate & monitor Ensure compliance with  Ensure consistency in Ensure the baseline for

identity and access are

enforced by consistently
applying role definitions
and assignments

NESE Deployment
ann Acceleration

Accelerate deployment
through centralization,
consistency, and

standardization across
deployment templates

Azure Blueprints
RBAC

Azure AD

Azure AD B2B

Azure AD B2C
Directory Federation
Directory Replication

s

Ve

Azure Monitor

Azure Blueprint
Azure Policy
Resource Grouping
& Tagging
Resource Manager
Templates

Azure Advisor
Azure DevOps
Azure Site Recovery
Azure Backup
Azure Automation



== Microsoft

Monitor your hybrid and multicloud
infrastructure

9 . ©

Azure Arc Azure Monitor




Hybrid and multicloud security is top of mind

Adaptable attackers

Attacks traverse laterally
across silos and perimeters

Disparate security tools

Security tools are increasingly
complex, and poorly integrated
into the DevOps cycle

Overwhelming noise

It's harder than ever to
find the signal in the noise



Innovate anywhere with Azure Arc

4>

F R Secure’ deve'op and operate ...................... :
° O - '.
Security & Dev tools & App, data &
Governance practices ML services

............................................................................................................

\/‘ l vmware aWS7 .
\_’

vt & -

Azure Stack HCI Azure loT



Use cases for hybrid and multicloud security

&

Azure AD

Identity and access
management

Microsoft Defender
for Cloud

Cloud security
posture management
and protection

E

Azure Arc

o @ ool

Bil
Multi-cloud Datacenter Edge

Microsoft
Sentinel

Intelligent security analytics
across the organization with
a cloud-native SIEM



1
1
Azure customer E Azure Services
00O < ' : : . .
* E Azure Monitor | Microsoft Sentinel | Microsoft Defender for Cloud | more...
: .
—7 ]
1
] Access and security Organization and inventory
Tools and experiences !
P : A RBAC | MSPs | Subscriptions Search | Index | Groups | Tags
Portal PowerShell : Zure
: Resource
CLl API - Manager
SDK Ecosystem E (ARM) Environments and automation Governance and Compliance
Marketplace E Templates | Extensions Logs | Policy | Blueprints
1
i
| . Azure Arc
: Azure resources : ~
! 1 e .
1 1 ;
| wEos | : :
1
1 1 - » - N . |
I I aws ——
| e |||  SoodeCoe e
! upih + ] OrRACLE 5 IBMCloud e e e
1
: E Multi-cloud On-premises/hosted services
1
LT ' ;
i mm Microsoft Azure E Customer environments
o Azure Data Studio R :
Existing Kubernetes tools T
tools
Server admin tools







