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TexHo/10rMn OTKPbIBAOT HOBblE€ BO3MOXKHOCTMU.
K nyuwiemy pesynbrary.

CoBpeMeHHble TEXHOOTMI MO3BONAKOT BCEM Ballei KOMaHAe paboTaTtb aydlle, YeM Koraa-
Anbo npexae

COTPYAHWUKWN, NCMONb3YWWME COBPEMEHHBIE YCTPOWUCTBA:

7\ 7\ 7\

MonyuaroT BO3MOXHOCTb Jlydwe ocHaleHbl ans B 3 pa3sa uvawe
paboTaTb NpakTUYeCcKu paboTbl yaaneHHo peKoOMeHAYHOT CBOHO
n3 noboro mecra KOMMaHMIO KaK OTINYHOE

MecCTO AnA paboTbl



TpagnuymoHHoe pa3BepTtbiBaHne Windows //
Crapbiv cnocob
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NMPUNOXEHWA

[PAVBEPbI MNONNTUKN +

HACTPOWKWN

Co3pante cOH6CTBEHHbIN PasBepTbiBaHMe 06pa3a Ha
obpa3s, cobpaB BCE 4TO HOBOM KOMTIbIOTEPE,
HeobxoanMo Ans nepesanuncas TO, YTO ObINO

pa3BepPTbiBaHNA Ha HEM MNMepBOHA4YaNIbHO

($)

Bpemsa - geHbru, uto genaet
3TOT BapMaHT JOCTaTOYHO
A0POroCTOALLUM



CoBpemeHHoe pa3BepTbiBaHue Windows //
HoBbii cnocob (Windows AutoPilot)
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PacnakymnTte n BkaroUnTe [Mpeobpa3zoBaHme C
rotoBbln MK ¢ Windows 11 MWHWMaNbHbIM
nam Windows 10 BMeLLlaTe/IbCTBOM
NnoJsib3oBaTens

(Beibop A3bIKaG cucmemsl,
pe2uoHa, A3blkog 88004,
noodkJIro4eHue K cemu)

A

YcTpouncTeo
roToBO AN
NPOAYKTUBHOMY
MCNONb30BaHNIO



UYTto Takoe Windows Autopilot?

TexHonorna obnaayHoro
pa3BepTbiBaHMUA,
aoctynHas B Windows 10.

y [To3BONseT pa3sepTbiBaTh U
N\ HacTpauBaTb yCTPOUCTBa uepes

ViHTepHeT ¢ noMoLLbo LleHTpa
napTHepoB ManKkpocoodrT.

>y Tpebyrotca Azure Active Directory un
¢ MDM pans ynpaBneHns yCTpOMCTBaMM v
MX HaCTPOUKWM NOCPeACTBOM
aBTOMAaTUYEeCKOW perncTpauum B 3Tunx
peLLeHmaX Npu NepBOU 3arpyske.




Windows Autopilot
PacnakoBaTb. Boutn. Hacnhaxaatecs pabotoun.

Tak MpoCTO, Kak Mo BONLLEDOCTBY
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PasBepTbiBaHMe YnpouieHHoe Hape>kHaa 3awmTa MoBbiweHne
yCTPOWUCTBA CTano ynpaBJjieHne N3 KOPobKm YyAOBNETBOPEHHOCTU

npowe ycTpoucTBamm COTPYAHMKOB



CueHapuu ucnonbsoBaHua Windows Autopilot?

R [Nonb3oBaTeNbCKUN PEXXNM
(User-Driven mode)

CamocTosaTenbHoe pa3BepTbiBaHME
(Self-deploying mode)

(Windows Autopilot Reset)

Ana npeaBaputenbHO

NOArOTOBJIEHHOrO pa3BepPTbiBaHUSA
(Pre-provisioned deployment)

y C6bpoc asTronunota Windows
N
P
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PazBepTbiBaHME ANA CYLLECTBYHOLLMX
yCTPOUCTB
(for existing devices)




O630p Windows Autopilot

VaeHTdurKaTopbl yCTPONCTB
(Device Ids)
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[JloctaBka HanpsMyto COTPYAHMKY

CoTpyAHWK pacrnakoBbIBaeT
YCTPOWCTBO, Pa3BepTbiBaET
CaMOCTOATENIbHO



TpeboBaHua Windows Autopilot

e Windows 11
am Windows10

Autopilot — 310 I
obnayHaa TexHos10rns

pa3BepTbiBaHUSA,
BkAOUYeHa B Windows 11 um
Windows 10 Pro

@ Ml icrosoft Intune

Yepes Azure Active
Directory + MDM
YCTPOMCTBO aBTOMAaTHNUECKM
HacCTpanBaeTCa Mpu NepBou
3arpyske

d Solution Provider

‘ =l Microsoft

Pa3Bepr|BaHv|e n

ynpaBieHne yCTponucTBaMu

yepes NIHTepHeT C
MapTHEPCKNM LLEHTPOM
MamnkpocodTt

* Windows 11

* Windows 10 Pro, Pro Education, Pro
for Workstations, Enterprise, Education
Bepcma 1809 nam 6onee nosaHaAA.

» Windows Holographic, Bepcusa 2004
nnn bonee NO3aHAA.

* [Toanucka M365 Business Premium, F1 van F3
* [Moanwncka M365 Education A3/A5
* [Moanwncka Microsoft 365 Academic A1, A3 nau

A5

* MNoanwncka M365 Enterprise E3/E5
* [Toanncka EM+S E3/ES
* AAD Premium P1/P2 + noanwucka Intune, nnm

ansTepHUTMBHBLIM MDM cepsuc

* TO/IbKO aBTOPU30BaHHbIE
HenpAmble WK NpAMble NapTHEPDI
CSP

* Perncrpaumsa ycTpomncTea yepes
Microsoft Partner Center

 [lna perucrpaymm yCTpomcTBa «OT
MMeHU» TpebyeTca paspeLleHme
KJVEHTa



Kak HacTpouTtb u agmmnHuctpumposatb \Windows Autopilot?

CywecTByeT HECKOJIbKO BapuaHTOB NopTania AnA AocTyna M agMuMuHunctpupoBaHuma Autopilot:

7\ 7\

Microsoft Store for Business Microsoft Endpoint Manager
(Microsoft Intune)

7\ 7\

Partner Center Microsoft 365 admin center



Perncrpayusa yctpoucts gna Windows Autopilot

Perncrpauyna OEM

:t YCTPOWCTBA KJIMEHTa PErncTpUPYOTCA NMyTEM Nepesayn CepUmHbIX
HOMEPOB C UCMONb30BaHWEM NPAMOro coeanHenmne (APl) mexay
OEM-naptHepom 1 Microsoft.

Peructpauma uepes pecennepa / auctpubototopa CSP
> TapTHep co cratycom CSP (Cloud Service Provider) nposoaut
@d perncTpaLuno YCTPOWCTB ANA kKareHTa yepes 3arpysky PKID B

Microsoft Partner Center

CamocTtoAaTenbHasa perucrpaums

R KAneHT pernctpupyet ycTponcTea € MOMOLLbHO X3LLU-
MAEHTNHUKATOPOB B NHOOOM 13 Bbllle NepeUncaeHHbIX LEeHTOB
aAMUHUCTPNPOBAHMUA

Microsoft pekomeHayeT pernctpaumio yepes npouecc OEM / PKID, a He c nomoubto Hash ID!
https://docs.microsoft.com/en-us/mem/autopilot/add-devices



https://docs.microsoft.com/en-us/mem/autopilot/add-devices

Cxema pgobasneHusa ycrpouncts agna Windows Autopilot
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CoTpyAHMK pacrnakoBbiBaeT
YCTPOWCTBO, pa3BepTbiBaeT
CaMOCTOATENbHO



PasHuua mexxay PKID n Hash ID?

PaznuyHble naeHTMOUKATOPbl ONPEAENSAOT, KTO U Ha Kakon naathopme
MOXET 3aperncTpmMpoBaTh YCTPOMCTBO AN aBTOMMIOTA. S

PKID ncnonb3yetcsa naptHepammn Microsoft co ctatycom CSP (noctaBLimk
0B1IaUHbIX YCAYT), KOTOPbIE PETUCTPUPYHOT 1N HaCTPamMBatoT YCTPOWCTBA A4
cBowx KaneHToB (B Microsoft Partner Center).

Hash ID ncnonbsyetca, ecam KIMEHT XOUeT 3aperncTprupoBaTbCs B
Microsoft Intune, Microsoft Store ana 6usHeca, Microsoft 365 Business.

[Mpu HeobxoamumocTn Hash ID MoryT 6biTb ChOpPMUMPOBaHbI CaMUM
3aKa34mMKOM C MOMOLLbHO CKpUMTa.

https://www.powershellgallery.com/packages/Get-
WindowsAutoPilotInfo/2.1



https://www.powershellgallery.com/packages/Get-WindowsAutoPilotInfo/2.1

[Tone3sHble CCbINIKWU

O630p Windows Autopilot
https://docs.microsoft.com/ru-ru/mem/autopilot/windows-autopilot

O630p pernctpaummn ycrpoucts Windows Autopilot
https://docs.microsoft.com/ru-ru/mem/autopilot/registration-overview

Mpouecc pa3BépTbiBaHMA Windows AutoPilot
https://docs.microsoft.com/ru-ru/mem/autopilot/deployment-process

PC setup over the cloud with Windows Autopilot
https://www.also.ch/ec/cms5/media/documents/6110/microsites_5/lenovo_5/home_10/lenovo_autopilot_process_202

0-12_en.pdf

CueHapuu n Bo3amorkHoctn Windows Autopilot
https://docs.microsoft.com/ru-ru/mem/autopilot/windows-autopilot-scenarios

Bce, uto Bbl XO0TE€NM 3HaTb O Nporpamme pa3BeptbiBaHna Windows Autopilot
https://it-partner.ru/articles/everything-you-wanted-to-know-about-windows-autopilot-deployment-program-part-1
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Windows 10 Autopilot deployment process

Internet
(ethernet)?

Obtain device
ID

Get Autopilot
profile

White glove
keystroke?

Is Autopilot?

Check for
critical,
Autopilot
update

Update
available?

Language
already
selected?

Self
deploying
mode?

Yes

Language
specified?

Select

language,
locale,
keyboard

October 2019

Select
language
locale,
keyboard

Connect to
internet

Continue
consumer
OOBE

JSON file
exists?

Install update,
reboot

Set language,

locale,
keyboard

Self-deploying?

Yes
TPM

attestation

Azure Active
Directory

(Azure AD) join

MDM
enrollment

Device
ESP*

BitLocker encryption not shown

Legend

ESP

ODJ

MDM

MFA

TPM

OOBE

User-
. User driven Active Directory
driven Azure . .
AD? Domain Services
: (AD DS)?
Yes Yes
v v
Azure AD Azure AD
auth* auth*

MDM

Azure AD join enrollment

MDM

ODJ request
enrollment

OD)J received
and applied,
reboot

Device
ESP*

Azure AD Device
(auto) sign-in ESP*

AD DS sign-in

* See page 2

The Enrollment Status Page (ESP) displays installation information about a device to
help users understand status of the device during setup, and provide options to a user
if setup fails. The device ESP displays device based settings, then (if applicable) user-
based settings are displayed in the user ESP.

Offline Domain Join (ODJ) is a process that enables devices to join AD DS without
directly communicating with a domain controller. The ODJ connector service
communicates with an on-prem domain controller to provide an ODJ blob (binary
large object) used to offline join AD DS.

Mobile Device Management (MDM) is a management protocol service for mobile
devices, such as computers, tablets and phones. MDM is a key component of
Microsoft Intune.

Multi-factor authentication (MFA) adds an additional layer of authentication to
standard password based authentication. MFA typically includes a password combined
with verification by a trusted device and/or biometric authentication.

Trusted Platform Module (TPM) technology leverages hardware-based security.
TPM key attestation provides a hardware-bound credential that is used to prove the
identify of a device.

The Windows Out of Box Experience (OOBE) is a series of screens that users see
when they turn on a Windows PC for the first time. The OOBE prompts users to input
information needed to begin using the device. Administrators can create a unique
Autopilot OOBE by configuring an Autopilot profile for a device.

© 2019 Microsoft Corporation. All rights reserved. To send feedback about this documentation, please write to us at coredeploycx@microsoft.com.
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Windows 10 Autopilot deployment process

Azure AD auth

Specify Azure
AD credentials

MFA
required for
Azure AD
join?

Yes

Complete
MFA, join
Azure AD

October 2019

White Glove

Check for
critical,
Autopilot
update

TPM
attestation

Azure AD join

MDM
enrollment

AD DS join?

Yes

Unjoin Azure
AD

No ODJ request

ODJ received
and applied,
reboot

—» Device ESP

Device ESP

Enabled
or forced?

Yes

Wait for list of
providers

Wait for
providers to
install

Wait for list of

policies to
track from all
providers

Monitor list of
policies until
all are done

Enabled?

Yes

Yes

Wait for Hybrid
Azure AD join

MFA token
expired?

Yes

Force Azure
AD auth

Wait for list of
policies to
track from all
providers

Monitor list of
policies until
all are done
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